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void main() {
char buf[7];
read(0, buf, 7)

char* ptrl = malloc(8)

char* ptr2 = malloc(8);
if (buf[5] == 'e')

ptr2 = ptri; |

if (buf[3] == 's"')
if (buf[1] == 'u')

free(ptrl); |

if(buf[4] == 'e')
if(buf[2] == 'r')
if(buf[0]) == 'f')

ptr2[0] = 'm'; |
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» The program has a use-after-
free vulnerability
v Line 4: allocate the memory

v Line 7: ptrl and ptrZare alias

v Linel0: the memory is freed

v Linel4: use the freed memory

Is existing coverage enough for UaF?

CVE-2018-20623
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void main() {
char buf[7];
read(0, buf
char# ptrl = malloc(8);
char# ptr2 = malloc(8);
if (buf[5] == 'e')
ptr2 = ptri;
if(buf[3] == 's')
if (buf [1] == 'u')
free(ptrl);
if (buf[4] == 'e')
if(buf[2] == 'r')
if(buf [0] == 'f')
ptxr2[0] = 'm';
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{a) Control flow graph (b) Fuzzing process in AFL

UAFL

Phasal: Typastate Analysis Phase2: Typestate-Guided Fuzzing

e} Fuzzing process in LUAFL
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Experiments

®* We built a prototype of UAFL on top of AFL

®* Baseline fuzzers:

* AFL [arFL2.52b)

®* AFLfast [gshme2017]
* MOPT 2019

* FairFuzz [Lemieux2018]
* Angora [Chen2018]

®* QSYM [runz01s]

* Evaluation dataset: 14 widely-used real-world programs

* Runtime: 24hours, 8 times



Static Typestate Analysis

Program Version LoC T BB BByiar BBr BBpree #08S T(s)
readelf 228 1,781k | 16,967 2,681 (15.8%) 1,103 (6.5%) a1 41,605 262
readelf 231 1,758k | 19,973 3,647 (18.2%) 1,555 (7.8%) 98 130,102 508
Jjpegoptim 1.45 2k 634 36 (5.7%) 28 (4.4%) 5 14 1
liblouis 3.2.0 53k 2,957 486 (16.47%) 190 (6.4%) 8 422 18
lrzip 0.631 19k | 9,356  1,051(11.2%) 467 (5.0%) 6 313 150
Mini XML 2.12 15k 4,237 890 (21.0%) 788 (18.6%) 10 486 44
boringssl — 162k | 22,547 3,701 (16.4%) 3,265 (14.4%) 32 84,069 | 2,005
GNU cflow 1.6 s0k 5,005 1,402 (27.5%) 751 (14.7%) 33 4330 30
Boolector 3.00 141k | 26,866 11,511 (42.8%) 9,031 (33.6%) 4 28,586 | 2,387
openh264 1.8.0 143k | 12,735 2,090 (16.4%) 927 (7.3%) 1 1,219 | 1,127
libpft - 125k | 18,569 6,371 (34.3%) 6,041 (32.5%) 60 20,865 122
mjs 1.20.1 40k | 4,937 546 (11.0%) 343 (6.9%) 16 1,143 24
ImageMagick 7.0.8 485k | 31,190 1,573 (5.0%) 1,336 (4.3%) 3 55,877 | 2,185
nasm 2.14 101k | 13,965 3,812 (27.2%) 3,390 (24.2%) 2 3,357 | 2,210
Avg, - 348k | 13,573 2,842 (19.2%) 2,087 (13.3%) 26 26,601 | 1,148
Time-to-Bugs
el Time Usage to Expose the Vulnerabilities (hours
Program Valnerahilities UAFL UAFLyoF gmrl, [::\FLFast FairFuzz Mi:[)pt }ingura OSYM
readelf-2.28 CVE-2017-6%%6 0.59 1.32 6,09 1.43 068 3.61 T 6,20
readelf-2.31 | CVE-2018-20623 0.10 0,10  0.10 0.10 T/O 0.10 0.02 0.10
jpegoptim CVE-2018-11416 0.09 0.1 059 0.58 108 1.49 TO 1.95
liblouis CVE-2017-13741 1.11 1.81 1581 TiO 696  17.38 TO 1342
Irzip CVE-2018-114% 0.01 0.01 0.01 0,01 001 0.01 0.01 0.01
Mini XML CVE-2018-20592 0.38 0.93 1.28 2.59 054 16,7 TiO 18.99
boringssl Google Test-suit 0.33 Los  T/O TiO 467 7.62 - T/0
GNU cflow uaf-issue-1 1.80 12.21  23.29 TO 2002 T/O TiO T/
Boolector uaf-issue-2 0.83 0.97 1.09 0.52 0.39 1.66 - 1.16
npenh264 uaf-issue-3 B.17 13.00  15.80 11.15 3.17 15.39 TiO 18.45
libpff uaf-issue-4 1.39 139 4.21 4.11 3.98 4.35 T 4.98
mjs uaf-issue-5 1.21 1.23 310 3.02 1.45 4.6 T 6.71
ImageMagick | uaf-issue-6 6.29 1392 T/O TiO T TiO T T/O
— CVE-2018-19216 2.59 4.69 832 3.45 286  11.46 2.75 9.64
CVE-2018-20535 17.03 T/O T/O T/O TO Tro TO T/O
Missed Vulnerabilities 0 1 3 5 3 3 10 4
Avg. Time Usage 2.79 + 0.32 512 +032 10.11 9.84 3.18 10.42 18.67 11.84
UAFL’s Speedup - 1.75%  3.25x 3.16% 2.63% 3.35x% 6.00x  3.80x
UAFLpy or5's Speedup - —  L.B6X 181% L0 1.92x 3.43%  2.18x

" T/ means the fuzzer cannot discover vulnerabilities within 24 hours across & runs. When we caleulate the average lime usage, we replace T/0 with 24 hours.
’ Angora does not work on the programs boringssl and Boolector, denoted by '~ because it throws the exceptions during the instrumentation.



Statistical Test

o Ay (UAFL)

Program Vulnerability AFL AFLFast FairFuzz MOpt Angora QSYM
readelf CVE-2017-6966 0.906 0.898 1.000 0.609 1.000 0.968
readelf CVE-2018-20623 0.500 0.500 0.500  0.500 0.000 0.500
jpegoptim CVE-2018-11416 0.995 1.000 1.000  1.000 1.000  1.000
liblouis CVE-2017-13741 0.828 0.937 0.851 1.000 1.000 0.984
lrzip CVE-2018-11496 0.500 0.500 0.500 0.500 0.500 0.500
Mini XML CVE-2018-20592 0.968 1.000 0.812 1.000 1.000 1.000
boringssl Google Test-suit 1.000 1.000 1.000 1.000 1.000 1.000
GNU cflow uaf-issue-1 1.000 1.000 1.000  1.000 1.000 1.000
Boolector uaf-issue-2 0.720 1.000 0.030  0.880 1.000 0.780
openh264 uaf-issue-3 0.937 0.781 0.150  1.000 1.000 1.000
libpft uaf-issue-4 1.000 1.000 1.000 1.000 1.000 1.000
mjs uaf-issue-5 0.980 0.980 0.590 1.000 1.000 1.000
ImageMagick | uaf-issue-6 1.000 1.000 L0000 1000 1.000 1.000
nasm CVE-2018-19216 0.960 0.600 0.560 0.920 0.600 0.800

CVE-2018-20535 1.000 1.000 1.000 1.000 1.000 1.000
Significant better (A}> > 0.71, bold) 11/15 12/15 9/15 12/15 12/15 12/15

" We highlight the Ayz in the bold if its corresponding Mann-Whitney U test is significant.
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