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Why Study Ordering Bugs ? 

2This is the ordering bug we already know how to reason about.

x86 / TSO ARM / RISC-V

Stronger ordering 
guarantees

Allows more load/ 
store reorderings

Looks correct 
on x86

Exposed on weak-memory 
architectures

stale read / missed signal / 
memory-safety failure

CVE-2020-25603

Thread 1 Thread 2

d->bucket[port] = new_data;

d->valid_evtchns += 1;

if (port < d->valid_evtchns)

return d->bucket[port];

missing
memory 
barrier

null / stale 
data

crash

Under weak memory, 
valid_evtchns may 

become visible before 
bucket initialization.



Motivation
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Thread 1

allocate object

publish object

finish initialization

Thread 2

access object

use object

Object becomes 
usable too early

Where should the 
memory barrier go？

Nowhere.

invalid / uninitialized   
accesspremature useearly publication

The problem is not memory visibility.
The resource lifecycle is ordered incorrectly.

What if a Memory Barrier Is Not Enough ?



Multi-Granularity Ordering (MGO)
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MGO classifies ordering bugs by the abstraction level of the violated ordering 
assumption—from memory operations, to resource lifecycle, to system semantics.



Layer 1: Micro-Instruction Ordering
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Layer 2: Resource-Lifecycle Ordering
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Layer 3: Semantic-Logic Ordering
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Research Questions 
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RQ1

RQ3

RQ2

What kinds of ordering-related concurrency bugs arise in 
real-world systems relevant to weak-memory and cross 
architecture reliability?

How do these bug classes differ in architectural exposure
and repair strategies?

How well do existing concurrency analysis tools handle 
these bug classes in practice?

We study these questions through 58 real-world cases.



RQ1 — Distribution of Ordering Bugs
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Answer to RQ1: Real-world ordering-
related concurrency bugs span all three 
MGO layers; Layer 1 is the largest 
category, while Layer 2 also accounts 
for a substantial fraction of the cases.

Layer1

Layer3

Layer2

32/58  55.2%

  2/58  3.4%

24/58  41.4%



RQ2 — Exposure & Repair
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Answer to RQ2: Different MGO layers exhibit different architectural 
exposure and require different repair strategies; repairs should match the 
abstraction level of the violated ordering assumption.



RQ3: Tool effectiveness
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Answer to RQ3:  Existing tools are most effective on Layer 1, their effectiveness 
drops sharply on Layer 2, and none of the evaluated tools detect the Layer 3 cases.

Key Observations

• Layer 1 performs best.
  GenMC achieves the highest detection   
rate: 78.1%.

• Layer 2 remains challenging.
  GenMC and Nidhugg detect only 16.7% 
of the cases.

• Layer 3 is not detected.
  None of the four evaluated tools detect 
the Layer 3 cases.



Conclusion
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Key Findings

- Ordering is multi-granular. Real-world 
ordering bugs span instruction, resource-
lifecycle, and semantic levels.

- Exposure and repair differ by layer. Different 
bug classes behave differently across 
architectures, and repairs should match the 
violated abstraction level.

- Current tools mainly cover Layer 1. Detection 
effectiveness drops sharply for lifecycle bugs 
and remains very limited for semantic-ordering 
bugs.

Implications

- Go beyond load/store reasoning. Ordering 
analysis should consider higher-level system 
behavior.

- Model resource lifecycles. Tools should track 
publication, initialization, use, update, and 
reclamation.

- Support semantic-order constraints. Protocol and 
state-machine ordering should be explicitly 
modeled.



Thanks for listening !
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