Why Study ASan's Trade-Offs? RQ4: Comparative Utility - Detection

MSET: 232 patterns; error type changes the comparison

(1) Compile-time Instrumentation

(2) Runtime Memory Layout

Memory safety matters. In C/C++, out-of-bounds accesses and use-after-
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Study: default/tuned ASan and seven optimized sanitizers; repeated runs on x86-64 Linux, Intel i9-13900K, 128 GB RAM.
Workloads: SPEC CPU2006 (17 programs: runtime and peak RSS); Juliet (9,301 buggy + 9,301 non-buggy cases); MSET (232 error
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patterns); 21 CVE PoCs; MySQL 5.7.19 (build, initialization, OLTP read/write, 1-50 clients).
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RQ1: Component-Wise Impact

Solid: observed detection. Dashed: technique-class reference, not guaranteed coverage. OOBA = out-of-bounds access.

Cumulative Ablation Order: checks — interceptors — poisoning — logging/symbolization — heap management; removals accumulate.

LFP (LowFat) detects 75% of non-linear OOBA vs 25% for ASan/ASan--/ASAP/MEDs, but no tested double-free or use-after-* patterns.

Juliet: 9,301 buggy + 9,301 non-buggy cases
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RQ1 answer: checks cost runtime; late heap removal cuts RSS; detection declines. These are order-dependent, not independent effects.

RQ2: Par

ameter Sensitivity

25 settings: redzone R = 16/32/64/128/256 B; quarantine Q = 0/16/64/256/1024 MB. Redzones guard memory boundaries; quarantine

Seven projects: libzip (1), autotrace (9), imageworsener (4), zziplib (2), potrace (1), mp3gain (3), binutils (1). ASAP/RSan results are unreported, not zero. Selected

PoCs do not establish general vulnerability coverage.

RQ4: Comparative Utility - Efficiency
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Why R16 / Q167

denote the three SanRazor optimization levels.

Low cost is not a deployment ranking: completion sets, toolchains, and tuning budgets differ. Include a tuned-ASan baseline.
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Runtime Overhead (x Native)

Five instrumented configurations reach the workload. Earlier failures are deployment outcomes, not detection misses.

Each point is one R/Q setting; dashed lines mark default ASan costs.
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At 50 clients, instrumented configurations retain 44-54% of native throughput: 2,140-2,641 versus 4,902 tx/s. The native p95 latency is 41.1

Optimization Level ms; instrumented configurations take 70.6-86.0 ms.

Native references match each optimization level. Baseline denotes default ASan. RQ4 answer: weigh cost, detection, and deployability. Halved MySQL throughput resembles =2x SPEC runtime in scale, not metric.

: : : : : : : : Scope: tested x86-64 Linux workloads, versions, and configurations. Legacy MySQL results do not represent all current database systems.
RQ3 answer: validate both cost and detection for the full build. The Juliet configurations change multiple flags, so they do not isolate LTO. g J Jacy iy P y

From Measurement to Deployment: Choose for Your Constraints

Specialized low-cost tools

ASAP, LFP, and MEDs show low costs on their completed subsets. Check relevant error types
and application feasibility before adopting them.

Memory-constrained testing

Try R16/Q16 as an ASan-based candidate. Re-test the target project, especially delayed use-
after-free; lower RSS is not a coverage guarantee.

Broad deployment evidence

Start from default ASan: the most extensively exercised option in this environment, with Juliet,
MSET, CVE, and MySQL evidence.
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