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( gﬂilsejmﬁl\nj%ﬂ ) A *g;
void Test() {

nd Test() {

1§&zﬂﬂﬁi§ﬁrﬁl S AP ERRIREE TS

if (1 == nNuLL) { void “p = MemoryManagerMalloc(xxx);

E”Etfj:b%'l'\:b"_' return; FHfreei#iTHER, AR5, MIETSATFTERER
N rAATreef{TIEN , MEafi, MIRLSPHF RSN
2 3EEIETNES )

free(p):

3 S . v
4 RS o

free(l);

( HT_ITEj Wﬁﬂ:‘j@ ) 1 = NULL;

} FHT, SREMFEEPH

~ -~
5. RAFE R } , s
. ?I /IBB —’[-- id TestHandle(void **p) ] 238, WA E RN LS

P mallecs void Customfree2(int *p) {

6?3*5%1_%&%'% ~ - if (p 1= NULL) {

id Test2() {
. 1 f -
oid TestHardlers() | free(P);
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Figure 1.1: The ‘Big Picture’

---- Sen K. Scalable automated methods for dynamic program analysis[J]. 2006.



BEitiEit : BESR
- TEFSHT ( Program Analysis ) 2— B iERRE S TTiER T AR

S ® K4Eim/o#r (Data Flow Analysis)
Principles ® ZH/3#r (Constraint-Based Analysis)
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void TestLocalRemalloc(int cond) {
int *p = (int*)malloc(sizeof(int));

//...
if (cond == 2) {

free(p);

p = (int*)malloc(sizeof(int));
} else if (cond = 3) {

p = (int *)malloc(sizeof(int));

}

//...

memset(p, 1, sizeof(int));

printf("%d", *p); /TEEI%I:%E@?’ : ﬁ]i/E\l%Uth?_j_riﬁ;Fﬁ ?
free(p); > FRFERIN |, TRPERTCITHES ?
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void™ CreateData(size t num) {
if (num > 0){
return malloc(num * sizeof(char));

}
return NULL;

}

void TestLocalForgetFree(int data) {
void *p = malloc(10 * sizeof(char));
void *qg = CreateData(20);
if (data > 0) {
free(p);
return;
}
free(p);
free(q);

}

=\5]

\Dn

PZV3)

J

L

AR ?



2RTEMIFMN

int* p_mem;
int cond_code;

free(p_mem);

void UAFTestCase2Free() {
if (o_mem I= NULL) {

void UAFTestCase2lncompleteFree() { }
int* g = (int*) malloc(MEM_SIZE * sizeof(int)); }
if (q == NULL) {
return; int UAFTestCase2() {
} UAFTestCase2lncompleteFree();
pmem=q; // 1 UAFTestCase2Free(); //3
return OK;
if (cond_code < 0) { }
free(q); // 2
g = NULL;
// p_mem is not set empty EREEE BRI HXNERE ?
}

}
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static void process_1(int x, int y) {

typedef struct { static void process_4(TEST_MSG* p¥sg, int x, int y) { TEST_MSG* pMsg = oMsg.datal.inner_data.pMsg;
int type; pisg->datad -= 100,
int datal; } int temp = 2;

temp = x +y * 10,

zz:rdzﬁiiise]; static void process 3(TEST MSG* pMsg, int x, int y) { ] ‘:::g k ::3
int data3; ?r~lsg-)data1 =0 +:Y3 v
char data4; if (pHsg->type == 3) temp *= 100;
int datas; . pMsg->data2 = pMsg->datal * « + y; i . :
if (pMsg->dataS + pMsg->datad > 100) for (int 1 = @; i < 18; i++)

int data7; 2 v
’ process_d(phsg, X, ¥); process_2(pisg, X, ¥);

} TEST_MSG; } }
id pr lobal(3 Ly
typedef struct { ; : ; ; ; WM;‘tU::;_: stfa (int x, int ¥) {
: T M Ns g ; v :
int itend, itend, item3; stat.c void process_2(TEST_MSG* pMsg, int x, int y) { ke
struct { int temp = 2; if (temp > 10)
int temp = x + y * 10, tenp = 18;
nxy C 2lse
: ;{J if (temp < 10) tamp e 10
Struc temp = 10;
int d1, d2, d3; else oMsg.datal.inner_data.pMsg = (TEST_MSG*)malloc(sizeof(TEST MSG));
TEST MCG* . - .
, E-T' - msg' o 108 if (oMsg.datal.inner_data.pMsg == nullptr)
} mner_data; retum;
}datal; Y TEST MSG* oMsg.datal. inner_data.pMsg;
} QUTTER MSG; process_3(pMsg, x, ¥); 5T_MSG* pMsg 2. j _data. psg;
} if (pMsg->type == 1)
A , pHsg->detel = temp;
DJT;ER)SG oﬂsg, else if (pMsg-rtype == 2)
pHsg->datal = x;
else
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2013FZFE 4 FacebookIFEg N\
WIRZ N EIRF : Facebook, AWS, Uber, Spotify, M&S, Oculus, WhatsApp, Microsoft...

» InferfERREIESIA
+ ETFbi-abductionSARRKSIHAS DS -

TSRS SO *E"T‘g”f'e}s
p q i:" v
. Infertagisss : ERERS RS MILIREAR e posive =
-  (BEAndroid/JavaXiBIsfEtRE , BIEMRE , race conditionsZ - )
GEC/C++/0bj CIURBBRI=IEEHEA. WEttk. A0 FHAPIZ T False positive: Reported bugs may not be bugs (Infar @Facebook)

ESRIFHEYT B (AHT> BRI ) > o

- XIHHEESHT  EEMEIFacebookfdCl/CD Incorrectness triples T
. B BRI ~ B/ pIClal (¢ o &) By s e
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https://fbinfer.com/

AR I TR RRIIZEGI — Meta/FacebookfIIE S AIIE S TR

EENEEsT Meta/FacebookfEH Infer S ESE S HTIEERE

BATOEEORAHTE , —SHHAE L] A
i

DOOE REVIEWERS

MEEAERIESERE. 9. WEBRTE

B/ BN PR ER AT ; [1—0v—<@>—<0% | F
DEVELOPER c '.yrl.:l'. M CCO ’_\‘&:‘v'ILW C lj_; ;lL'-\ rr '.. D J‘C | IE
LAEmFh TG iLkE&B s S A2 R AR | e ——— g ——RU G
. o - . . JC. JavaFESNIBHIER4R FLe., mRHEEFR-M ) [ , B
FhRAFRIEI T ZB TN M FCHIR A ROIERR FR4E Bt B ERMITAET | BRSSO A T,

IETRTE,
T IERRT TN B T —EmEFHRTLSSEMs2nDRBG, HMAC,

TLS handshake g4 RAVFFELISUE T ==

B/\ /= VAN Fscreaziyg Ausoriaton
iﬁéﬁED 1;)—1- / j:\—_]'g;lg]j 1;)—1- Cranges Infraqueanily Changes Frequently IJ\
. o . Work of Beringar a1 . TPy . 1‘E
SCIBEZER , Roth. WIEERERD |, LA ) (B2 | R EE e 5
B§{EE§3\$E3@.IIEE99:F%% ; B '-o"..- ne iibw.h:;y.‘., ..L:.:.V “ _uv(:l\li_z 4!1'._«:|;.4:‘.u/ > ,.,,,(,».j,:-.‘_,,\ ‘~;‘;- .l z
. _ a0 Crypaod IWnoialc FTOSY MO E
UNFIBET , FRHABOBNFNTIE = I i3
i, 1 An overview of the structure of our HMAC prool.
—habyH/— - LAY 5 = > — et T —1
RiBeEt T EaNCAILE ; MNFHEUSFE , EEREREEWEEN , NFATNSER R

FEESCEMCRSIEZE | BETESCINFRFE R B TNIGIIE.



EFISSth

RN/ + shiSHITIER
SRR (Fuzzing ) : Bi&ERE

~Il=

> 1= =SS

1TER . BIERIEITHERARERE.
> FTME
> B
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Random

D
o M
01 &
0110
0001 O
01101

Test program

HEoERENLE (Miller et al.© 89)

input
—>

KERRRHETIINIEE , R EER

R

> HHBEE - BATURY , B TRE
RIPITZIBIEE TR | FRAREIA

Memory ! Memory
Shadow— ﬂ Shadow
_ . -
Shadow— _w|Shadow
Memory — Memory

LM RS ES TN
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BT HERREIERAN
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 pa— ¢

 pa— ¢

Input  Generated
spec Inputs

]
~~~~ NE o _I ?

= 01 t,
0110
0001 o
01101

Run test program

//eng. spk
/fauthor: Charlie Miller

// Header - fixed.
8 binary("B9504E4TCLOAIAOA™) ;

.' IHDRChunk
s binary block size word n;;cna an("IBDR™); //=size d
5 D.QCk start ("IHDRCre");

5 string(“IHDR"); [/ type

s_block_start {"IHDR"};
'/ The following becomes s_int_wvariable for variablg
!/ 1=-BINARYBIGENDIZN, 3=0ONEBYE

s push_inc(Oxla, 1}; // wWidth

/
& push_int(Ox14, 1}; // Helght
& push int (0x8, 3); /{ Bit Depr?
a push_ine (0x3, 3); /f/ ColerTyps
s binary(“00 00"}; // Compressi
:_pusn_in:(OxD, 3)q // Interlaced

Example: Sample PNG Spec

» Google for .pdf (about 1 billion results)
» Crawl pages to build a corpus
» Use fuzzing tool (or script)

- Collect seed PDF files

- Mutate that file

- Feed it to the program

- Record if it crashed (and input that crashed it)

Example: Fuzzing a PDF viewer
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TR Iterative testing, keep GOOD seeds, report bugs
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https://github.com/google/sanitizers
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Figure 1.1: The ‘Big Picture’
---- Sen K. Scalable automated methods for dynamic program analysis[J]. 2006.
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EFHIEEE =R R
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FHNEERA ARSI 5 ZEaY
{=p.—q.r} {-q.p} {q.r} {=r} SFEFE | il

while (1)

N B oaEr
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{q} } "
/ o o ;
®) : (4nt x = ggi%:
~ 2 nt vy = {&37;
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